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Actual Attack Tests Results:

StormShield “"Behavioral Protection”
Vs
Signature/Reputation Based Protections

Introduction

In the ongoing battle to combat the ever-increasing attacks organizations realize that they
must have a defense comprised of multiple security layers. Each of these layers does its part
by identifying and/or blocking a threat or attack.

For example, very few organizations would be without signature based AV and, based on
current statistics, it does its job by catching 35 - 45% of attacks. Of course, that still leaves
more than half that it does not detect - less if they are targeted attacks. AV is often
complimented by Device Control, Application whitelisting and/or blacklisting, firewalls and
other layers of protection. However, these layers are all limited in that they rely on
signatures, reputation or similar historical values and have many weaknesses that are
constantly and consistently exploited by the attackers.

StormShield offers all of these layers and they each play a role in identifying, eliminating and
removing threats and attacks. However, no product, including StormShield, will guarantee
that these layers will stop all attacks. But, StormShield leads the industry by providing an
additional layer of behavioral protection that does not rely on signatures or reputation. The
StormShield behavioral protection layer is made up of 5 more layers that, combined, provide
the highest level of endpoint protection available today. None of the endpoint security
vendors often thought of as « industry leaders » provide this protection layer.

e StormShield provides protections against memory overflow with 5 protection layers:

1. Memory Randomization,

2. NX/XD CPU set non executable memory space,

3. Process Backtracing, disassembling the processes to identify executions that
are not planned in the code of the application,

4. Honeypot, which consists of replacing the system libraries loaded in all of the
applications with fake ones: when the fake library is used, StormShield
analyzes the context of execution.

5. Ret-lib-c prevention : StormShield monitors any illegal execution of the system
libraries.

e Protections against known and unknown keyloggers and rootkits.
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o StormShield prevents any application from intercepting keystroke events. It also
provides rootkit detection by analyzing any driver that would try to hide a file,
process, registry or put a filter in the keyboard or file system events.

Test Background

Nearly all organizations accept this current state of the ongoing battle against attackers and
are more concerned every day about the missing layer of protection that they cannot get
from the best known endpoint security vendors. We have been approached to find a way to
quantify or prove the “gap” between products that provide some or all of the non-behavioral
protections but do not have true behavioral protection versus a product like StormShield that
has the other layers but also includes behavioral protection. The testing below was done at
the specific request of an organization that already had been using one of the best known
endpoint security products and wondered if it would be adequate or should they add the
additional behavioral protection of StormShield.

This report is in no way intended to be critical of Vendor A or Vendor B — their products
seem to do what it say they will do — they just have not been designed to include the
behavioral protection layer. We are quite sure that testing with other leading endpoint
protection products that all use a similar signature/reputation approach would yield the same
poor test results. From that perspective, depending on how much investment has already
been made in these other products, for Vendor A, Vendor B or these other vendors,
StormShield could be viewed as complimentary protection, not replacement. StormShield
licenses the behavioral protection layer as part of a suite or this behavioral protection
module can be licensed on its own.

These tests were conducted both internally in an environment created by Matrix and
SkyRecon for this study and have been replicated in customer test labs. For those
organizations that are interested in evaluating their own vulnerability to these attacks and
who have concerns about the adequacy of their current security layers we invite them to join
with us to conduct a similar test in an environment jointly established to best replicate their
actual environment against these same “live” attacks.

Test Parameters and Results

Keyloggers
There are two types of Keyloggers: Hardware Keyloggers and Software Keyloggers.

Hardware Keyloggers work by acting like an extension of the physical keyboard. They record
keystrokes “outside” of the computer and send them back to the computer. No software can
detect or block this type of keylogger. Fortunately, physical access to the computer is
required to install a device and get/log the keystrokes.

Software Keylogging is an application set dedicated to recording keystrokes but they can also
intercept mouse events and/or do screenshot logging. They use 3 types of technologies:

e Hook: interception of keyboard events.

e Cyclical Request: Requests events from the keyboard.
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¢ Filter Driver — Rootkits: This is a kernel driver installed in the kernel of the
operating system. Administrator privileges are needed for it to install itself on the
system.

Here are the attack usage ratios among the different kinds of keyloggers:

Keyloggers

B Hook
B Cyclical Request

= Rootkits

Source: viruslist.com

As you can see, 95% of the keyloggers are running on the user level and don't require any
privileges to be installed. Most endpoint security solutions use only signature technology to
detect keyloggers which has proven to be largely ineffective.

Here is a VeriSign report describing the volume increase of keylogger attacks:

Keyloggers 2000-2005
6191

2000 2001 2002 2003 2004 2005

e=gmTotal Reported

Source: iDefense, a VeriSign Company
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Test 1: 17 known keyloggers («known>» being ones that can be found just by
using Google search)

For this test 17 known keylogger applications were used. These keyloggers can been found
on the Web using a Google search and can be acquired by anyone for $10 to $50.

Product Detection Rate
Vendor B Total Protection 65%
Vendor A Endpoint 59%
Protection

StormShield 99%

Test 2 : 17 unknown keyloggers — these were either created by the SkyRecon
team or from the website «Firewall Leak>.

For this test, we used keyloggers that were internally developed (and thus «unknown») and
we also tested attacks obtained from the website Firewall Leak.

Product Unknown Keylogger
Vendor B Total Protection 0/8

Vendor A Endpoint 0/8
Protection

StormShield 7/8

Test 3 : ScreenShot Logging

Six different keylogging attacks were used here — one we had from our SkyRecon developers
and five were from « Firewall Leaks ». Many keyloggers include screenshot logging features
to recover an organizations’s website credentials.

Product Detection Rate
Vendor B Total Protection 0%
Vendor A Endpoint 0%
Protection

StormShield 100%

Conclusion ::
Vendor A and Vendor B are exclusively using their signature files to identify Keyloggers.
StormShield is the only solution providing real protection against screenshot logging.

Memory Overflow

More than 85% of software vulnerabilities are memory overflows. They exploit a flaw in
software triggered by sending more data than a buffer can contain. This overflow of
information allows for the injecting of code in the runtime of the application being attacked.
This code is called the “payload” and the code triggering the overflow is the “exploit”. If
successful, this can allow for an elevation of privileges or taking control of a machine.
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There are 3 categories of buffer overflows:

1. Stack Overflow: is an overflow in the call stack: static memory used by programs. Its
size is defined when the program is starting.

2. Heap Overflow: an overflow in the dynamic memory.

3. Return-To-Libc: a buffer overflow launching a pre-existing function in the program
attacked (sfunction)

Top Worms by Spread Size
8.9
4.3
3.2
SQL Slammer 2003 Sasser (2004) Conficker (2009)
e=gmMillions Machines Infected

Test 1: Buffer Overflow

The three software products were freshly installed without any updates in order to evaluate
them against unknown attacks without relying on their signature database. The tests were
not for « known » attacks — they were for «unknown » attacks. Attacks consist of exploiting
vulnerabilities in Adobe pdf, Flash, web browsers and Java.

Product Detection Rate
Vendor B Total 20%
Protection

Vendor A Endpoint 8%
Protection

StormShield 100%

Vendor B with their Host Prévention module did detect some 1st generation buffer overflows
(stack overflows). Neither Vendor A nor Vendor B blocked the Windows vulnerabilities -
MS08-067 and CVE-2011-0611..
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Test 2 : Leak Tests

All three products integrate a desktop firewall that can filter network connections. To bypass
these firewalls, most worms use techniques to inject themselves into trusted applications like
web browsers so that the worm can freely leak information.

Products Detection Rate
Vendor B Total 0%
Protection

Vendor A Endpoint 0%
Protection

StormShield 90%

Conclusion : The test results show the weak protection provided by Vendor A and Vendor B
for unknown threats.

Summary of Test Results

Known Keyloggers Results
“Vendor A” 59%
“Vendor B” 65%
StormShield 99% v

Unknown Keyloggers | Results

“Vendor A” 0/8
“Vendor B” 0/8
StormShield 8/8 v
Screenshot Logging Results
“Vendor A” 0%
“Vendor B” 0%
StormShield 100% |v
Memory Overflow Results
“Vendor A” 8%
“Vendor B” 20%
StormShield 100% |v
Leak Tests Results
“Vendor A” 0%
“Vendor B” 0%
StormShield 90% vV




